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and Applications
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Claude Shannon introduced the notion of perfect secrecy,
using an information theoretic approach, in 1949.
Unfortunately perfect secrecy can only be attained if the
size of the shared secret-key is larger than the message
size; a requirement that is impractical in most
communication systems. In this talk we discuss a
relaxation of perfect secrecy, where a (vanishingly) small

fraction of information can be leaked to the eavesdropper.

We present both the communication and secret-key
generation problems under such a constraint, and study
their fundamental limits, as well as applications. In
contrast to perfect secrecy, we argue that asymptotically
perfect secrecy can be attained in many practical
applications. In particular we will discuss applications of
Information Theoretic Security to 1) Physical-Layer
Wireless Communications, 2) Biometric Systems, and 3)
Smart Grids.
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